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ABSTRACT

Tawalbeh, shefa Walid. A Colored Image Encryption Method Based on Random
Permutation. Master of Science Thesis, Department of Computer Engineering,

Yarmouk University, 2012 (Supervisor: Dr. Mahmood Al-Khassaweneh).

In communication and image storage, security becomes an important issue to
protect data from unauthorized access. There are several ways to ensufe security, and
encryption is one of them. Image encryption is widely used in many applications to
provide high levels of security such as internet communication,-multimedia systems and
medical imaging. The encfyption process needs an encryption algorithm and a key. A
colored image encryption method is proposed based on random permutation and will be
applied on RGB image. This method will apply special transformation on pixels values
through performing logical AND operation between their values and specific value in
order to get new transformed image with new pixels values. The columns and rows of
this transformed image are shuffled respectively qsing randem permutation to produce
the encryption key and the encrypted imarge. The generated key will be used in

decryption method to get the original image.

Keywords: Permutation, Encryption, Decryption, Transformation and Shuffling
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CHAPTER ONE
INTRODUCTION

1.1 Introduction

Due to the rapid development of multimedia and network technology [1], security becomes
very important issue and does a significant rule for content protection of digital images that are

transmitted using internet from unauthorized user [2]. To ensure the security of images contents,

encryption is a major tool. Encryption algorithm has a sequence of mathematical operations that

generate alternate form of digital image data. To differentiate between the two forms of data, the
unencrypted data is referred to as the plaintext and the encrypted data as ciphertext [3]. Figure 1

shows the encryption technique.

r

. Transmission ', -

| Decrypted Imag

Channel |

Key (K)

Fig.1: Encryption Technique
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The ability of an algorithm to generate ciphertext that is not easily reverted to the
original plaintext is a measure of the security of encryption. In order to allow both the sender and
the recipient of the message to understand how the message has been encrypted, a key is used in
image encryption algorithm [3]. It also used to ensure that nobody else knows how the message
has been encrypted. To achieve a good encryption method, the algorithm should satisfy the
following aspects: firstly, the used key must be sensitive to cipher key, second, the space of the
key should be large enough to provide the infeasibility of brute force attacks [4]. Other metrics
are used to evaluate the efficiency of an encryption method such as high Number of Pixels

Change Rate NPCR, low correlation of adjacent pixels and high Mean Square Error MSE.

In this thesis, an encryption algorithm based on pixels transformation and permutation is

proposed to fulfill the requirements of security of image encryption.

1.2 Research Motivations

Communication networks such as mobile networks and internet are widely developed and
used. Transmission of messages through them is not suitable and not secure since they are

public networks [5]. In order to provide the needed security, encryption techniques are applied.

In the last decades, several image encryption algorithms were proposed to encrypt the
image. All algorithms in image encryption aim to obtain high level of security in encrypted
image and to reduce computational complexity of the encryption and decryption algorithms.
The basic characteristics in the field of security are confidentiality, data integrity,

authentication, non-repudiation and robustness against noise and other external disturbances.
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The security mechanism should be flexible. A good encryption scheme should resist all
kinds of known attacks, such as the Known-plain text attack, the cipher text-only attack, the

statistical attack, the differential attack and the various brute-force attacks.

To realize secure image encryption, many chaotic cryptosystems have been proposed.
Image encryption algorithms based on chaotic systems are proposed to solve the problems of
image encryption in the past decades [6, 7]. Chaotic map is defined as dynamic system that can
be denoted by mathematical equations {8]. It is based on using one or more dimensional maps
as pseudo random generators to provide a binary stream, which will be then XOR-ed with Ehe
plaintext to produce the ciphertext [9]. Some of these chaotic map algorithms are insecure [10]
because of the lack of connection among plaintext and the existence of invalid and weak keys.
RSA and DES are some algorithms for image encryption [11], but they are inefficient when the

image is large.

1.3 Aims of the Research

Permutation encryption techniques are efficient because they need minimum memory
requifements and encryption time [12]. In random line permutation Image encryption methods,
permutation does not change pixel’s amplitude, it only changes the position of a plain text line
.These algorithms have high efﬁciency, and they can be used to encrypt analog media beside
digital content. The encrypted image is too chaotic to be understood, which leads to high

perceptual security.
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In_ this master thesis, we propose a new image encryption algorithm based on pixel value
transformation and random permutation. It consists of two stages. At the first stage, the pixels
values are transformed by logical AND operation between them and specific values. At the
second stage, shuffling operation is performed. This stage consists of two steps. At the first step,
shuffling function shuffles the columns of the transformed image randomly and creates an
encryption key. At the second step, another shuffle function receives the shuffled image that was
resulted from the first step and the encryption key to shuffle its rows .The same key will be used

at both stages, and it will be used to get the original image.

1.4 Contributions of the Thesis

This master thesis aims to implement a new algorithm for colored image encryption,
based on pixels values transformation and random permutation. This method will apply special
transformation on pixels values by performing logical AND operation between their values and
specific values in order to get new transformed image with new pixels values. The columns and
rows of this transformed image are shuffled respectively using random line permutation to
produce the encryption key and final encrypted image. The generated key will be used in

decryption method to get the original image.
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1.5 Thesis Structure

Chapter two, provides a literature review of image encryption methods. It discuses image
encryption basic goals, principles of encryption and classification of encryption algorithms. It
also discusses the types of cryptographic attacks, permutation encryption and digital image

concept.

Chapter three discusses the proposed method and its two stages. Transformation stage and
permutation stage are presented. Examjales are provided with numeric values. The decryption

method is also illustrated.
Chapter four, discusses the evaluation metrics, which are used to evaluate the efficiency of
the proposed image encryption method. It also provides the simulation results of the proposed

method.

Chapter five, which is the last chapter in this thesis, discusses conclusions.
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CHAPTER TWO
LITERATURE SURVEY

2.1 Literature Review

Due to the rapid development in communication networks, multimedia is widely used in
applications such as broadcasting [13]. Education, commerce and politics are some aspects of
daily life that related closely to multimedia data. To keep the security of this data, it must be
protected before transmission through ;:ommunication networks. Encryption is a typical
protection method that can be used to ensure security of transmitted data. It transforms data

from its original form to unclear form.

Data encryption standard {(DES) is one of the most common traditional encryption methods
[12]. IBM introduced it in 1975 to provide security for some businesses such as banks and other
huge organizations. Image data cannot be encrypted directly by DES since it is large and DES

deals the image data as traditional text data.

Ron Rivest, {_Adi‘ Shamir and Leonard Adleman (RSA) is an encryption method that used
to encrypt text or binary data. It cannot be used directly to encrypt multimedia data because of its
large volume, its high redundancy and real time constraints [14]. Advanced Encryption Standard
(AES}) is one of the most modern encryption methods that use a key length of 128, 192 or 256
bits. The level of security of AES is strong because no discovered known attacks for it [15].
Table called an s-box is used in AES to implement byte substitution [16]. AES can be used on

smart cards as an embedded method to perform data encryption in very short time [17].
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Multimedia technology continues on its development, leading to develop some encryption
standard such as JPEG and MPEGI/2 in the first half of the 1990s [13]. With the rapid
development in internet technology and multimedia, new requirements for encryption are
nceded. Encryption methods based on chaos system were firstly proposed in 1989 [18]. Since
719903, the attention to use chaotic functions to implement the process of encryption has been
increased [2]. Chaos and cryptography have a close relationship, which makes chaos based
encryption methods, good methods for secure communication and encryption .Methods based on

chaos can provide high level of security, complexity and speed.

Several chaos based encryption methods w_ere.proposed [1, 18- 22]. In order to provide 2
fast and easy way to build cryptosystem, chaotic dynamics are used. Chaotic can provide many
properties such as pseudorandom property, system parameters, its extreme sensitivity to initial
conditions, system parameters and non-periodicity [1, 18, 23]. To provide a high level of

security, pixels positions are shuffled and pixels gray values are changed simultaneously.

In [16] Gao proposed an algorithm based on hyper chaos. It consists of two steps. At the

first step, total shuffling is applied to change the position of the plain image. A hyper chaotic

system is used to generate a key stream, which is mixed with the shuffled image at the second

step. This method provides high level of security and its key space is large encugh to make

brute-force attack infeasible.

An improvement to Gao algorithm was proposed in [1]. It combines diffusion with

shuffling procedure, since there is no relativity between permutation and pixel values. Feedback
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is also used in pixel encryption procedure to generate a key stream, which is relative to both the

secret key and plaintext. According to security requirements, this method is secure and valid.

Chaotic map is defined as dynamic system that can be denoted by mathematical equations
[8]; It is based on using one or more dimensional maps as pseudo random generators to provide a

binary stream, which will be then XOR-ed with the plaintext to produce the ciphertext [24].

In [20], image encryption arlgbrithm is based on two steps. The ﬁrsf step shuffles the
positions of the pixels of the original image using Arnold cat map, and the second step uses
Henon’s chaotic system to encrypt the shuffled image. Arnold cat map is a two dimensional
chaotic map .Henon’s map is a two dimensional map with non-linearity. In this method, the first
step uses Henon’s map to convert map to one-dimensional chaotic map, which will be used to
change the pixel values of the shuffled image. The last step applies XOR operation between

shuffled image values and transformed matrix of pixel values.

In [6, 7, 9] Arnold cat map is used to shuffle the positions of pixels of the original image.
Henon’s chaotic system was used in the second step to encrypt the pixel values of the shuffled

image [9] and Logistic chaotic map was used to encrypt the shuffled image pixels values [6].

In [21], pixels locations are shuffled and their values are changed. The gray image is
divided into several bit planes. The pixels are shuffled by generated integer sequence and one

time iteration of Arnold cat map to change the position of each bit-plane pixels by using multiple
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chaotic systems, and then random integer vectors are generated to shuffle the positions of rows

and columns of each bit-plane image.

In [21], an encryption method proposed using discrete cosine transform {DCT) domain.
Logistic chaos system, which is a one-dimensional chaotic map, generates shufﬂing maps, which
used to shuffle DCT coefficients. DCT coefficients are divided into 64 groups according to their
frequency. Shuffling is applied on equal frequency coefficients. The encrypted images using this

method are sensitive to initial keys and this scheme has variable key space.

Multi chaotic systems for image encryption were used to introduce a hybrid encryption
technique (PCS and IME) [25]. This method uses four different chaotic systems to shuffle pixels
by generated sequence from these systems. The encrypted image is highly securing image since
the resulted key space is large enough to protect it from attacks even they invest large amount of

resources.

Permutation encryption techniques are efficient because they need minimum memory
requirements and encryption time [26]. In image encryption methods based on random line
permutation, permutation does not-change pixel’s amplitude, it chanéés only a position of a plain
text line .This algorithm has high efficiency, and it can be used to encrypt analog media beside

digital content. The encrypted image is too chaotic to be understood, which leads to high

perceptual security.
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To fulfill the requirements of image encryption, a thesis was proposed based on combining
three approaches to adjust the traditional encryption systems [27]. RC6 and Advanced
Encryption Standard (AES) were used to perform diffusion. It uses Chaotic Baker map to

perform permutation. The resulted encryption system is homomorphic using different modes of

operations.

In order to protect JPEG images through encryption, a thesis was proposed [15]. It

performs transformation by integer-to-integer transforms and frequency domain scrambling in

DCT channels.

Dynamic shuffling and XOR processes are used in [28] to perform encryption. This
method uses multiple pseudo random number generators to perform encryption multiple times to
generate completely different cipher images. It uses three permutation shuffles, XOR process

based on lock-up table and a dynamic XOR process.
In this master thesis, a new image encryption method is implemented based on pixel value

transformation and pixel position permutation. It is proposed to get high level of security in the

encrypted image,

10
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2.2 Basics of Encryption

Encryption algorithm has a sequence of mathematical operations that generate alternate
form of digital image data by the generated encryption key. To differentiate between the two
forms of data, the unencrypted data is referred to as the plaintext and the encrypted data as

ciphertext. It is extremely difficult to obtain the original plaintext without the encryption key.

2.2.1 Aims of Encryption
Encryption techniques aim to fulfill the following goals [27]:
* Confidentiality.
* Data integrity.
* Non-repudiation

= Authentication.

Confidentiality means Protection of data from unauthorized access. Encryption method is

considered confident when it provides high level of protection.

Data integrity means the ability of an algorithm to detect any alternation in data by all

communication parities. In other words, information cannot be manipulated in unauthorized way.

Non-repudiation means the receiver receives the message and can prove to everyone that
the sender sent the message indeed. The sender cant said he or she did not send the encrypted

message.

11
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Authentication is to confirm the truth of the data. Data authentication ensures the
following: data does not come from claimed source, data has not been changed in any way and

the degree of its change if it has been change [29, 30).

Modern encryption methods aim to provide all the above goals of encryption.

2.2.2 Image Security Requirements

To have an efficient Image encryption system, the system must be flexible and have high
security performance [31]. To ensure the security, encryption methods must satisfy the following

requirements:

* The encryption system must need an extremely computation time to destroy.
Encrypted image must be ambiguous to ensure that unauthorized users do not have

the ability to read it.

* In order to provide high performance encryption system, encryption and decryption

algorithms should be fast.

* The security mechanism must be acceptable to design encryption system as a

commercial product. It should be as prevalent as possible.

* Encryption method must ensure that there is no ability to expand the encrypted

image data.

12
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® The security mechanism should have flexibility.

2.2.3 Components of Encryption

Encryption generates a new form of data that differs from the original form. The original
image cannot be easy reverted from the encrypted image. The characteristics of Encryption
system are [13, 27]:

*  Original Image that known as Plaintext
* Encrypted image that known as ciphertext.
* Encryption key, K.

The message to be encrypted is plaintext and the encrypted message is ciphertext. The

encryption technique is shown in figure 2 [13].

K. Kq
Plaintext [ 7 7o Ciphertext [~ l T 7% Recovered Plaintext
»i Encryption - ». - Decryption >

Public channel

Fig. 2: An encryption system

13
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2.3 Classification of Encryption Algorithms

Modern encryption methods provide two types of encryption, Symmetric and Asymmetric.

Symmetric encryption, which also known as secret key, the decryption key is the same

key that was used to encrypt it [12, 32, 33]. The typical key size for DES is 56 bits and 128 bits

for AES [34].

Asymmetric encryption, which also called public key, uses two different keys for
encryption and decryption. A cipher transforms the plaintext into ciphertext and recovers the
plaintext from ciphertext under the control of the key. The following figures show both types of

encryption [13, 27]. RSA is one of encryption methods that uses public key.

Encryption Key (k) Decryption Key (k) -

Plaintext _-__ " En Ciphertext i, Plaintext

Fig. 3: Symmetric encryption

14
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Encryption Key (K g) | Decryption Key (K p,

'

Plaintext { Encryptlon (E) .1 Ciphertext lDecryptwn(D) Plaintext

| S

Fig. 4: Asymmetric encryption

In symmetric encryption, the key must be kept secret and must not be determined by any
knowledge of the algorithm plus samples of the ciphertext. In asymmetric encryption, the
decryption key must be secret and cannot be determined by the knowledge of the algorithm or

the encryption key plus samples of the ciphertext.

Both types of encryption have their advantages and disadvantages. Secret keys are fast, but
all parties must know the encryption key leading to dangerous situation when the number of
involved parties increases [34]. Although public keys are more expensive, but one person has the

secret part of the key and it can be distributed to everyone.

Symmetric encryption (Secret Key) can be divided into two classes: Block cipher and

Stream cipher [35]. Figures 5 and 6 illustrate block and stream cipher respectively [13].

15
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Fig. 5: Block cipher

Fig. 6: Stream cipher

Stream cipher operates on a stream bit of data with unspecific size. Some methods operate
data bit by bit and others operate data byte-wise [34]. Stream cipher uses random key sequence

to modulate the plain image. It is important to decide how to generate the random key sequence.

Several generators can be used such as Linear Feedback Shift Register (LFSR) generator

[13].The random sequence generation method is controlled by the initial vector and the key.

16



© Arabic Digital Library - Yarmouk University

Encryption methods can also be divided according to the percentage of encrypted data into

partial and full encryption. Partial encryption also called selective encryption.

2.4 Types of Encryption Attacks

In order to desolate the security of encryption algorithms, cryptographic attacks are
designed. The goal of them is an attempt to decrypt the encrypted image and get the original data

without aﬁy knowledge of the key.

There are two methods of attacks: plaintext-based attack and ciphertext-based attack. Both

of them have three methéds. The following figure shows them.

!\f Plamtext-Based Aﬁa'ck_s_j_ i.j(‘?iphert_eﬁtfﬁaséd Attacks
hanhus ¢""“3""“'1"‘?‘\.-‘me ¥ Aj- theatl g ? pA -, ‘r "
|"Known Plaintext. Chosen ‘Pla;i'r_{text}‘-_-l‘;}i phertext Only = | "Cip‘iiéﬁeﬁfj
‘ PN, o S — — B, AN
L-.;,';;qapﬁge-_chagagpiaiﬁféici:-;:=" | Adaptive Chosen Ciphertext -

Fig. 7: Cryptographic attacks

Known plaintext attack The attacker knows the plaintext for some part of the ciphertext,

and trying to get the rest part of the encrypted image using this known data [35]. This attack tries

to find a relation between the plaintext and corresponding ciphertext.
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Ciphertext only attack This attack does not know anything about the plaintext. It tries to
get the original data from the ciphertext. This attack does not have access to plaintext. It does not
use any encryption key; Brute force attack is one common used attack in ciphertext only and

known plaintext attack. It tries every possible key.

Chosen plaintext attack The attack chooses a plaintext and encrypts it then studies the
resulting ciphertext [35]. This attack is common against asymmetric encryption where the key is
public. Differential attack is an example of this attack, which used against symmetric key block

ciphers. It attempts to get the plaintext or some parts of it by applying some changes on the
ciphertext and studying the resulted ciphertext [10, 36]. Tight encryption methods attempt to

produce random ciphertext. Any change in the plaintext leads to random change in the resulting

ciphertext.

Chosen ciphertext attack This attack chooses a ciphertext and tries to find 2 matching

plaintext.

Adaptive Chosen Plaintext and Adaptive Chosen Ciphertext Attacks It is based on

choosing more plaintexts or ciphertexts to make suitable attack based on most important results.

2.5 Permutation Based Encryption

Permutation is one of the common oldest encryption methods. It based on transforming the

plaintext into unintelligible form by changing the adjacent relationship of the pixels. Random
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pixel permutation, random line permutation and chaos-based permutation are examples of

permutation. The following subsections discuss them in details.

2.5.1 Random Pixel Permutation

In random pixel permutation, the positions of plaintext pixels are changed under contro! of

a random sequence [13]. The following figure shows an example of random line permutation

[13].

Fig. 8: Random pixel permutation example

The computational cost for this method is low. It can be used to encrypt arbitrary digital

content.

2.5.2 Random Line Permutation

Random line permutation is similar to random pixel permutation, it changes the plaintext

line position under the control of a random sequence. Figure 9 provides an example.
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Fig. 9: Random line permutation example

In random line permutation, permutation does not change pixel’s amplitude; it changes
only a position of a plain text line. It can be used to encrypt analog media beside digital content.

The encrypted image has high level of security since it is too chaotic to be understood.

2.5.3 Chaotic Map-Based Permutation

Chaotic map is defined as dynamic system that can be denoted by mathematical equations
[8]. It has initial values act as an input, control parameters specify its action and the sequence

produced by iterated maps as an output as shown in figure 10.
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Iteration

Control parameters

[

» Chaotic sequence

Initial value

Fig. 10: General architecture of a chaotic map

Chaotic based map permutes the plaintext using chaotic map. The original position is the
plaintext and the permuted position is the ciphertext. The chaotic map parameters present the
key. Baker map and Arnold Cat map are examples of chaotic maps. Chaos system consists of
two stages, confusion and diffusion stages [37]. Confusion stage does not change the pixels
values; it permutes them with 2D chaotic map in secret order [38]. Pixel values are changed by
diffusion stage to make change to whole image. Confusion stage aims to reduce the correiation

between adjacent pixels followed by diffusion stage. Control parameters lead to permutation.

The selection of chaos maps should have the following properties: robust chaos, mixing

properties and large parameter set [37].

Encryption methods based on chaos are suitable for large-scale data encryption such as

images, videos and audio data {38].
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2.6 Digital Image

Digital image is a representation of two-dimensional array. It consists of a set of digital

values called pixels, which contain color information. Digital images have a specific number of

rows and columns of pixels and can be considered as a matrix. The brightness of any color at any

point is given by the pixel, which is the smallest element in an image. Two-dimensional array of
integers presents these pixels values. The process of assigning an integer value to each pixel is
quantization. Each pixel has a specific value that consists of one or more samples. The number of
these samples differs between images. Images can be classified according to this number of

samples to Bitmap, Grayscale and Colored images.

Bitmap images are black and white images with pixel color black or white and no other

colors between them. Bitmap has zero for black bit and one for white to describe one pixel.

In grayscale images, onc byte is used to describe a pixel. One channel of the image consists
of eight bits planes. The number of combinations that resulted of eight bits is 256. A pixel can

have zero value for black, 128 for gray and 255 for white.

RGB image combines three colors; red, green and blue. This combination can produce
huge number of colors. It is stored as an array with size equal to m-by-n-by-3 data, Red, green

and blue combination determines the color of each pixel value, RGB images are 24-bits images

in which each component has eight bits. The following table illustrates image color space [39].
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: Image color space

: Bits resolution,

.2 cblérs

256 gray levels
_COIS{@dj 1mage | L -: 256 colors
RGB(truecolor) '{ e 24 16,777,216 colors

The image quality increases when the number of bits increases leading to increasing in

storage requirements. Digital images are used in several applications like medical and legal -

systems.
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~ CHAPTER THREE
THE PROPOSED METHOD

3.1 Introduction

In this master thesis, a new image encryption technique is proposed based on
transformation of pixels values and shuffling their locations. The following figure shows the

general encryption technique of RGB image.

Ao

Component Component

Y

AALON

[ Eneryption Technique

EORTAL)

Fig. 11: RGB encryption technique
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The algorithm is symmetric encryption in which one key will be used for encryption
and decryption techniques. The proposed method will be used to encrypt the RGB images, which

combine three components, red, green and blue. Each of them will be encrypted alone and the

encrypted components are combined together to give completely encrypted image.

This encryption technique consists of two stages; transformation pixels values and

shuffling pixels locations stages. The following figure illustrates the proposed method.

Original Tmage

Encryption key (K) _

-y

T T T TR T ”‘i‘“’wswfy”"
.. Decryption Technique - ;-

et

hJ

B Tt m————.

Fig. 12: The proposed encryption method stages
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The encryption key is generated during shuffling stage. This generated key will‘be used to
shuffle the columns of the image at the first step of shuffling stage and to shuffle the rows of the
resulted image at the second stage. The encryption key is used in decryption technique to get the
original image. The generated key of transformation stage will be embedded with the
transformed image. In decryption technique, the bits of each pixel are rearranged to get the

original value of each pixel.

3.2 Transformation Stage

In this stage, the values of pixels are changed to get new values for them. The
transformation is based on masking specific bits in each pixel value. The masking key is
embedded with the transformed pixel. Mask operation is performed by performing logical And
operation between each pixel value and 85(decimal). Another logical And operation is performed
between 170(decimal) and each pixel value to get the key. The resulted pixels values are
combined together to produce the new transformed image, The following figure shows the

transformation of values operation.

Orlglnal plxelvalue .

ey

r

ity

eraiion with 55|

o KeyPixel T . Masked Pix,
L “ |

. Transformed Pixel §

Fig. 13: Transformation stage
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The binary value of 85 is 01010101. When performing logical AND operation between
each pixel and this value, it will produce the same bits values when AND them with ones and
zeros or masked values when AND them with zero. The unchanged bits, which will be resulted
from logical AND operation with ones will be combined together to produce four bits which are

the least most significant bits of the transformed pixel.

The binary value of 170 is 10101010. The unchanged bits that will be resulted from logical
AND operation with ones bits are combined together to produce the most significant bits of the
transformed pixel. The selected résulted four bits from logical AND operation with 85 are
combined with the resulted selected bits from logical AND operation with 170 to generate the

final transformed pixel value.

As mentioned above, the transformation will be applied on each pixels of red, green and
blue components. Each component forms matrix of equal number of rows and columns. The final

RGB matrix is a combination of resulted transformed matrix of each component.

The following numeric example illustrates the transformation operation. If the pixel value
equals to 135 (decimai), logical AND operation with 85 will produce five (decimal) with binary
value 00000101. The logical AND operation with 170(decimal) produces 130(decimal) with
binary 100000010. The resulted four bits from the first AND operation are combined with the
resulted four bits from the second AND operation to produce a new pixel value equals to

57(decimal) with binary value 00111001. The following figure shows this example in details.
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Fig. 14: Pixel transformation example

The following diagram shows transformation example applied on an image with size of

4*4 pixels.

Fig. 15: Image transformation example

The resulted transformed image will permuted at the second stage, which will shuffle the
columns of it at the first step. The resulted shuffled image will be used as an input to the second

step of shuffling to shuffle its rows to produce the final encrypted image.
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3.3 Shuffling Stage

This stage aims to change the pixels lactations to get new shuffled image. It performs
shuffling operation using random permutation. This stage consists of two steps; the first step
shuffles the columns of the transformed image and the second step shuffles the rows of resulted
image. The encryption key is generated randomly and it will be used in both steps as encryption

key. The following figure shows the shuffling stage,

Encryption Key (K)

‘Shuffting Row

Fig. 16: Shuffling operation
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3.3.1Permutation Technique

In this proposed method, the permutation operation is performed based on random line
permutation. An encryption key is generated randomly which will be used to shuffle the columns
and the rows of the transformed image respectively. This operation does not change the values of

pixels; it changes the positions of the columns and rows of image.

Suppose we have an image with size equals to N*N, where N is the number of rows or
columns of the image. The key will take values between one and N. These values are the original
locations or the indexes ;)f each raw and column of the image before shuffling. If the first row of
4*4 image is permuted with the fourth row, and the location of the second row and third row

does not change, the key willbe[4 2 3 1 J. Figure 17 presents N*N image .

---------

Fig. 17: N*N image
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Where Cy denotes the location of the first column in the image, R, is the first row of the image
and Py is a pixel, which locates at the first tow and the second column of the image. If the image

size is 6*6, the resulted image of applying the shuffling operation on the image rows is:

Fig. I18: Shuffling rows of 6*6 image

The generated key is{1 6 2 3 4 5). Ifthe same key is applied on the columns of 6*6 image

»

the resulted image will be as the following figure:

Fig. 19: Shuffling columns of 6*6 image
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3.3.2 An Encryption Example

In this example, the transformed matrix that has been generated in transformation example

is used as an input to the shuffling operation. The generatedkeyis[4 2 3  1]. The following

figure illustrates an encryption example.

Transformation

Shuffling rows

Fig. 20: An encryption example
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3.4 Decryption Technique

To get the original plain image, decryption technique is needed. In this technique, red,
green and blue components are decrypted separately. Figure 18 illustrates the proposed

decryption system.

-~ Encryptcd RGB Image
— T S v. -
i’ “Encrypted R Component --| Encrypted G COmponent I Encrypted B Component ]

LG e 7 S A e rn‘e[

Key (K) -—-n-pi Decryptlon Techmque 7

v : v

iz

=pm Ty

wmmm

Decrypted R Component ‘ Decrypted G Componentf--‘ g i Decrypted B Compone

| - . o ]
- “:Decrypted RGB Image -

Araen,

Fig. 21: Decryption system

This proposed encryption method uses two stages to decrypt the original image. The first
stage gets the transformed image that was used as input to the shuffling function. The second
stage uses the transformed image to get the original pixels values of the original image. To get
the transformed image, the shuffled image is decrypted using two steps. The first step is to get
the original pixels locations of the rows of the transformed image and the second step aims to get
the original pixels locations of the columns of the transformed image. Figure 19 illustrates the

decryption stages.
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Decryption Key (K) Decryption Key (K)

Getting the Origina
Values '

Y

ecrypted Image

Fig. 22: The proposed decryption technique

The following figure shows an encrypted image of 4*4 pixels. The decryption stages are
applied on it to get the decrypted image. This example uses the resulted encrypted image from

the previous encryption example. The decryption key is the same encryption key which equals to

423 1]
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Fig.23: Decryption example
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To illustrate how to get the original image from the transformed image, the following
example takes one pixel value from the above transformed image and decrypts it to get its
original value. The transformed pixel value is 73 with 01001001 binary values. Its original value

is 146 with 10010010 binary values.

(73)
Bit8  Bit7  Bit6 Bit5 Bit3  Bit2  Bitl
ogical AND
170)
&)
(73)
(85)
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Fig. 24: The proposed decryption technique

of the transformed pixel
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CHAPTER FOUR
ENCRYPTION EVALUATION METRICS AND RESULTS

4.1 Overview

An encryption algorithm changes the pixels values to make them different from their values of
the original image. To have an efficient encryption algorithm, these changes must be performed
in an irregular manner to get a maximum difference in pixels values between encrypted and
original image. In addition, the encrypted iniage must be independent of the original image with

a low correlation between them.

An encrypted image can be examined by the visual inspection. When the encrypted image has
more hidden features of the original image, the encryption method is more efficient. The
encrypted image cannot be judged by visual inspection only; it must be evaluated by other

evaluation metrics to decide its degree of encryption.

Another important parameter that can be used to evaluate the encryption algorithm
randomization is diffusion. To have a good diffusion characteristic, the encrypted image and the

original image must have a complex relationship that cannot be easily predicted.
The evaluation metrics that will be used to evaluate the proposed encryption method are key

space, correlation of adjacent pixels, Number of Pixels Change Rate, histogram uniformity and

Mean Square Error.
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4.2 Encryption Evaluation Metrics

4.2.1Key Space

Different keys can be used in encryption system. The total number of the encryption keys
is key space [40]. Encryption system can be evaluated as good system if its key is sensitive,
sufficient and has a large space to prevent attackers from decrypting the original data [25]. The
key of Encryption algorithm must be large enough to resist the brute-force attack [11, 30, 36,
41]. Completely different encrypted/decrypted image must result when any modification in
single bit in secret key is performed [36]. High sensitive key is needed by secure image
encryption systems to ensure that the encrypted image cannot be decrypted correctly although

the deference between encryption and decryption key is small [31, 42].

4.2.2 Correlation of Adjacent Pixels

Correlation of adjacent pixels is an important metric that can be used to evaluate an encryption
algorithm. It is measured between two vertically and horizontally adjacent pixels [43]. In the
original image, the correlation between two adjacent pixels is high, while it is low between
adjacent pixels in the encrypted image [35, 43, 44]. An efficient encryption algorithm aims to
eliminate the correlation of pixels. In the proposed work, correlation coefficient is calculated

between two adjacent rows and two adjacent columns of the original and the encrypted image.
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Correlation of adjacent pixels can be given by [43]:

T = liti(xi_ X)) (Fi— Ym)
\/E?’;i(xi - Xpm)? \/E?ii(yi - Ym)*

)

Where:

[ xi-] : The pixel intensity of the original image.

[xm]: The mean value of original image intensity.

[ Y ]: The pixel intensity of the encrypted image.
[y,,,] : The mean value of the encrypted image intensity.

[N ]: Number of rows of the image.

4.2.3Number of Pixels Change Rate

To analyze the differential attack, Number of Pixels Change Rate (NPCR) is used. The attack
attempts to find out a meaningfu! relationship between the original image and the encrypted
image [45]. The attack changes only one pixel of the encrypted image and denotes the change of

the resulted image. To test the effect of one pixel change, NPCR is a common measure. In the

41



© Arabic Digital Library - Yarmouk University

proposed method, NPCR is used to calculate the difference between two adjacent pixels of the

original image and the encrypted image.

Let O(#,f) and E(i, ) denote the values of the original and encrypted image at pixel

(i, j ) respectively. NPCR is defined in the following equation:

1-3Y:D(i.f)

NPCR = x 1007,
2
Where:
[N]: The number of rows of the image.
26 3 i 0 < ke
3

4.2.4Histogram Uniformity

The distribution of pixels in an image is illustrated by the image histogram by graphing the
occurrence of each gray level of the image. The histogram of the encrypted image should be very
different from the histogram of the original image. In addition, the distribution of the encrypted

image should be a uniform distribution.
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4.2.5Mean Square Error

Mean Square Error (MSE) is an important metric to test the performance of the encryption

technique. It is calculated between the original image and the decrypted image [45]. The errors in

the decrypted fractional orders evaluate the MSE. If O (i, ]) and D (i, J)denote the values of

the original and decrypted image at pixel (i, }) respectively, [N ] is the number of rows of the

original image, then the MSE can be calculated as [46]:

N

N

i=1 j=1
“)
In the proposed work, MSE is calculated for one thousand iterations. By using the proposed

decryption technique, a decryption key is used to decrypt the image. MSE is calculated between

the resulted decrypted image and the original image.
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4.3 Results and Discussions

In this section, the experimental results obtained by applying the proposed encryption method

will be presented.

4.3.1 Materials and Methods

In this thesis, the encryption algorithm consists of two phases:

1- Transformation of pixels values phase, to get new values of pixels. This stage is

applied to the three components of the original image, red, green and blue.

2- Shufﬂingr phase, in which the image is shuffled randomly. It consists of two
stages; the first stage shuffles the columns of the transformed image and the
second stage shuffles the rows of the resulted image. An encryption key is
generated to perform shuffling operation. This key is generated randomly and
will be used in the decryption technique. This stage is also applied to red, green

and blue components.

Encryption and decryption algorithms will be implemented using MATLAB software,
the test images that will be used are RGB images and shown in figure 22. Table 2 shows

the characteristics of these images.
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Fig. 25: Test images; a) Barbara, b) Peppers, ¢) Lena and d) Mandrill
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Table .2: Test images characteristics

256*256

256*256 JPG Unit8
256*256 .BMP Unit8
256%256 .BMP Unit8

4.3.2Proposed Encryption Method Results and Discussions

The obtained results of the proposed encryption method are shown in figure 23. The first
image presents the original image, the second image presents the encrypted image and the third

* image is the decrypted image.
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From this figure, we observe the huge difference between the original images and the
encrypted images; the encrypted images are intelligible. The encrypted image is evaluated by

metrics to identify the quality of the encryption method.

The encryption evaluation metrics results are also calculated using MATLAB software. Key

space, NPCR, MSE and histogram uniformity results are shown.

A. NPCR Results

NPCR is calculated for one hundred iterations of encryption. The average value is

calculated and shown in table 3 for the four test images. |

Table .3: NPCR results

99.6465

99.4581

99.6307

99.6839

From the above table we observe that the values of NPCR are high. These high values show
the big difference between the original image and the encrypted image. Table 4 compares the

NPCR of the proposed method and obtained NPCR of methods of [25] and [47].
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Table 4 COITlpaI'lSOI'l of NPCR of Lena

Method of [47]

NPCR

99.6839%

99.6135%

99.52%

B .Correlation of Adjacent pixels Results

Correlation of adjacent pixels is calculated for two adjacent rows and two adjacent
columns of the original and encrypted image. The encryption method is applied for one
hundred iterations. The average value is calculated and shown in table 5 for the four test

images.

Table .5: Correlatlon r results of test images_

_“Horizontal r | Verticalr o

“of orlgmal‘ of encrypted

. image . imagé’
0.9594 0.0905
0.9629 0.9565 0.0539 0.0971
0.8531 0.8675 0.0497 0.0684
0.9542 0.8913 0.0405 0.1625

The above table shows the difference between the correlation of the original images and

encrypted images. The correlation of the original images is high while it is low in the

encrypted images. Table 6 compares the resulted correlation r of Lena of the proposed

method and the method of [47].
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Table .6: Coxﬁparison of correlation r of Lena

0.8913 0.1625

0.9597 0.9792 0.1257 0.0581

C. Mean Square Error Results

An encryption key was generated randomly and used to decrypt the encrypted image.

One thousand encryption keys were generated and the MSE is calculated between the
resulted decrypted images and the original image. The obtained MSE of Lena image is

shown in figure 27.
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Fig. 27. MSE of Lena image
The previous figure shows that MSE is high which means the encrypted image is very secure.
If the attacker tries to get the original image, he/she will try different keys. The difference
between the original image and the decrypted image using these keys is high. Therefore, the

original image is not easily reverted and it is very difficult to obtain the original image by trying

different keys.

D. Histogram Uniformity

The histogram of the resulted encrypted image differs from the histogram of the original
image. The resulted histogram is nearly uniform. Figures 28, 29 and 30 show the histograms of

the three components of the original image and the encrypted image.
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Fig. 28: Histogram of red component; a) Original red component

S—

b) Encrypted red component

From above figure, we note the big difference in histogram between the red component of the
original image and the encrypted image. The histogram of the encrypted image is nearly uniform.

This difference refers to change of pixels values of the encrypted image.
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Fig. 29: Histogram of green component a) Original green component

b) Encrypted green component
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CHAPTER FIVE

CONCLUSIONS

In this master thesis, a new colored image encryption algorithm was proposed. The
proposed algorithm consists of two stages; transformation of pixels values stage and shuffling of
columns and rows stage. The main goal of this algortithm was to get a high secure encryption
system in which the original image cannot be easily reverted. The needed time for encryption is

low which makes this algorithm an efficient encryption-method.

The obtained experimental results shows the efficiency of the proposed algorithm
according to the encryption evaluation metrics, which are NPCR, MSE, Correlation of adjacent

pixels and histogram uniformity.
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